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Cloud Delivery: The Hosted Digital Twin on AWS EC2
The Containerlab-based methodology described in this white paper is delivery-agnostic: the same topology-as-code

foundation that runs on-premises for a scheduled engagement can be deployed to a dedicated AWS EC2 environment

for clients who require persistent, self-service access to their digital twin.

Two Delivery Models

Model Best Fit Access Pattern

Managed Validation
(on-premises)

Point-in-time architecture
validation and blueprint delivery

Scheduled reviews;
immutable report delivery

Hosted Twin-as-a-Service
(AWS EC2)

DevOps / CI-CD teams needing
continuous, always-on testing

Dedicated web portal,
24/7 self-service

Isolation & Access Architecture
→ Each client is provisioned a dedicated, isolated EC2 environment — topologies are never shared across tenants.

→ Client interaction happens through a browser-based gateway (reverse proxy plus HTML5 terminal) into their
routers and Grafana telemetry — root access to the underlying host is never issued.

→ Topology definitions, Ansible playbooks, and CI/CD pipeline configuration live in a private, client-scoped Git
repository.

Multi-Vendor Network OS Coverage
Cisco (IOS-XR, IOS-XE, NX-OS); Juniper (Junos, vJunos); Nokia (SR OS, SR Linux); Arista (EOS); Ciena (SAOS);

FRRouting (FRR); SONiC; Arrcus (ArcOS); IP Infusion (OcNOS); NVIDIA Cumulus Linux; NVIDIA Mellanox (Onyx /

Spectrum).

Protocol & Technology Coverage
MPLS (LDP / static); SR-MPLS; RSVP-TE; SRv6 uSID; VXLAN; EVPN; BGP (eBGP/iBGP, Flowspec, RPKI); IS-IS;

OSPFv2/v3; BFD; TI-LFA / LFA; Multicast / MVPN; L2VPN / NVO overlays.

Migration Strategy Validation
→ VXLAN → SRv6 dual-plane migration — parallel VXLAN/EVPN and SRv6 uSID underlays validated side by side
before cutover, with per-flow traffic steering tested in both directions.

→ VXLAN → SR-MPLS dual-plane migration — coexistence of VXLAN overlay and SR-MPLS label-switched
underlay, validating gateway/border-leaf translation points under load and failure.

→ MPLS / SR-MPLS → SRv6 dual-plane migration — legacy LDP/RSVP-TE or SR-MPLS domains run alongside a
parallel SRv6 uSID plane, with policy-based traffic shift and rollback validated hop-by-hop before legacy
decommission.
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Indicative Scaling Tiers — 100 to 1,000,000 Nodes
Figures are an engineering planning model, not a delivered reference deployment or a live quote. They assume a conservative 2GB
RAM per node (worst-case for heavy NOS images such as IOS-XRd alongside cRPD/OcNOS, plus TRex traffic generation and gNMI
telemetry), current AWS on-demand bare-metal pricing, and a flat 100% management markup. Tiers above ~10,000 nodes require
distributed multi-cluster orchestration engineered and scoped per contract; final pricing, architecture, and delivery timeline are
confirmed in a client-specific Statement of Work. 1- or 3-year AWS Reserved Instance terms can reduce underlying compute cost by
roughly 30–60% without changing the client's subscription fee.

Topology
Scale

Representative AWS
Footprint

Upfront
Engineering Fee

Est. Monthly
AWS Compute*

Monthly
Subscription*
(100% markup)

Net Monthly
Margin*

100 nodes
1x Standalone VM
(256GB RAM / 64 vCPU)

$75,000 ~$850 ~$1,700 ~$850

500 nodes
1x High-Memory Host
(1TB RAM / 128 vCPU)

$125,000–$200,000 ~$4,500 ~$9,000 ~$4,500

1,000 nodes
1x Bare-Metal Node
(2TB RAM / 224 cores)

$250,000 ~$9,000 ~$18,000 ~$9,000

5,000 nodes
Distributed Cluster:
5x 2TB Bare-Metal Nodes

$750,000 ~$45,000 ~$90,000 ~$45,000

10,000 nodes
Distributed Cluster:
10x 2TB Bare-Metal Nodes

$1,250,000 ~$90,000 ~$180,000 ~$90,000

50,000 nodes
Distributed Cluster:
50x 2TB Bare-Metal Nodes

$4,500,000 ~$450,000 ~$900,000 ~$450,000

100,000 nodes
High-Memory Mesh:
50x 4TB Bare-Metal Nodes

$8,000,000 ~$900,000 ~$1,800,000 ~$900,000

500,000 nodes
Mega Mesh:
250x 4TB Bare-Metal
Nodes

$35,000,000 ~$4,500,000 ~$9,000,000 ~$4,500,000

1,000,000
nodes

Mega-Grid Mesh:
500x 4TB Bare-Metal
Nodes

$65,000,000+
(Custom)

~$9,000,000 ~$18,000,000 ~$9,000,000

Cost Governance
→ Idle-timeout automation suspends compute after a defined inactivity window to prevent runaway spend.

→ Metrics storage and data egress above an included baseline are passed through at cost.

→ Reserved Instance terms (1- or 3-year) can be applied to long-running client subscriptions to improve margin
without changing the client's fee.


